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ABSTRACT 



The end of the Cold War and the rise of the Information Age have fostered an 
uncertain security environment which the United States is struggling to master. The 
purpose of this thesis is to explore the factors that lead complex organizations to initiate 
large-scale structural change in the face of environmental uncertainty; and more 
specifically to determine how the rise of the Information Age may change the 
organizational requirements of the U.S. national security structure. This thesis creates a 
unique framework for analysis, blending principles of organization and innovation theory 
with the theory of information-based “netwar.” 

This study analyzes the organizational structures adopted by several transnational 
drug cartels, and compares them to that of U.S. countemarcotics forces. Next, this thesis 
reviews a series of recent occurrences pertaining to national security to test whether there 
are manifestations of netwar threats emerging, and whether new and old organizational 
actors are learning to adapt their structures to gain an advantage over the United States. 

Finally, this thesis is both predictive and prescriptive with regard to the issues of 
organizational redesign. It argues that structural changes are necessary for the United 
States to ensure the national security in an Information Age. Then it makes 
recommendations that would help the U.S. security structure redesign itself to become 
more agile in the face of Information Age threats. 
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EXECUTIVE SUMMARY 



The end of the Cold War, and the rise of the Information Age, have fostered an 
uncertain security environment that bears little resemblance to that of the previous fifty 
years. The national security structure — primarily made up of the Department of Defense, 
federal law enforcement, and national intelligence agencies — was designed and optimized 
to counter a large, single threat: the Soviet Union. Although low-intensity conflict arose, 
military forces and intelligence analysts focused on fighting global war and major regional 
conflict against the Soviets and their allies and satellites. 

Along with the dissolution of the Soviet Union, dramatic advances in computer 
processing and telecommunications now allow for greater data storage and transfer 
capabilities than ever before. Global networking and connectivity allow for continuous 
communications and information sharing in any environment, at any time. The exponential 
growth of information technologies is giving the United States, and its adversaries, 
amazing new capabilities that may have a dramatic impact on the way war is fought. 

As a result, the United States faces an uncertain security environment in which 
there is no single, identifiable threat to focus on. In addition to the rogue states and 
hostile national militaries the United States has always faced, the U.S. now confronts such 
ambiguous threats as transnational criminal organizations, terrorist groups, weapons 
proliferators and computer hackers. Many of these new threats are taking advantage of 
improved information technology to organize themselves as networks, with little or no 
centralized control and highly decentralized decision making authority. Although U.S. 



IX 



national security organizations are attempting to integrate new technology into their 
structures, they do not appear to be adapting organizationally to meet the varied threats of 
the Information Age. The United States is structuring to conduct Information Operations 
hierarchically — with numerous organizations independently setting up separate centers, 
operational units, and education centers — while threats are becoming increasingly 
networked in structure. 

The purpose of this thesis is to explore two broad questions. First, under what 
conditions do organizations innovate and reconfigure themselves for optimal performance? 
Second, and more specifically, how has the Information Age changed the organizational 
requirements for the U.S. national security structure? This thesis tests the theory of 
information-based “netwar,” advanced by John Arquilla and David Ronfeldt, which states 
that in the Information Age organizations that take on networked structures will be more 
flexible, innovative, and allow a quicker decisionmaking process, making them more 
effective than hierarchical ones throughout the spectrum of conflict. 

The first part of this thesis reviews the literature on organization theory and 
theories of innovation in order to investigate the relationship between environmental 
uncertainty and organizational structure. The Information Revolution has affected 
business corporations and non-profit organizations in much the same way that it is 
impacting the national security organizations, and there has been a significant amount of 
study into the causes and effects of structural change on organizational performance. 

Next, the thesis focuses on a detailed case study on the structural aspects of the 
drug war. Illegal narcotics trafficking has been considered a threat to U.S. national 
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security ever since the 1960’s when President Nixon began the “War on Drugs.” At the 
time, drug trafficking organizations were centrally controlled and hierarchically organized 
much like the law enforcement and military organizations that were established to combat 
them. However, in 1981 several independent drug lords met in Medellin, Colombia and 
agreed to pool their resources in order to combat guerrilla kidnappings of their family 
members. This agreement eventually expanded to include other aspects of the drug 
industry and led to the birth of the Colombian drug cartels, revolutionizing the way drug 
organizations operated. From that point on, the drug cartels took on a networked 
structure that has consistently outperformed U.S. interdiction and eradication efforts 
worldwide. The U.S. response during the drug war has been to adopt new strategies, but 
not a new structure. 

This thesis explores today’s changing security environment and proposes that the 
theory of netwar is becoming reality. It reviews some of the threats the United States 
faces in the next few years, and it compares these threats with the organizational changes 
being considered by the U.S. security structure to conduct Information Operations. More 
specifically, it shows that organizational successes and failures in past conflict can be used 
as “lessons learned” when preparing for conflict in the Information Age. 

Finally, this thesis offers some suggestions for changes that will be necessary for 
the United States to counter threats from all points on the spectrum of conflict. Of the 
three paths the national security structure could take to prepare for the future (continuing 
to use the hierarchical structure, adopting a networked structure, or creating a hybrid 
structure with attributes of both network and hierarchical organizations) this thesis 
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recommends the hybrid path. Although the hybrid structure does not provide the agility, 
flexibility, and innovation of a folly networked structure, it is the most pragmatic approach 
and provides vast improvements over the bureaucratic structures that exist today. 

This thesis concludes with some recommendations regarding specific policies that 
could be enacted to foster innovation and a shift to hybrid structures. Although the list of 
recommendations is not comprehensive, it does provide samples of the types of changes 
that are required to adapt to the new security environment. 
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